ABSTRACT Smart TV in China as an important component of the smart home, does not only have the functions of the traditional TV, but also have the functions, such as distance education, remote monitoring, E-business, and media playing, which brings about its software to be more complex in structure and larger in scale, accordingly, the total testing efficiency becomes lower when using traditional testing methods, and the deep-hidden software defects cannot be detected efficiently and effectively. A novel automatic software testing method based on system design specifications is proposed to improve the smart TV software testing efficiency. First, the behavior of the smart TV is modeled, based on the system design specification with hierarchical state transition matrixes (HSTMs). The scale of the state model of the smart TV is lowered by setting the group state according to the choice of the key nodes based on the importance of the nodes in the network; then, the HSTM model is converted into an expanded regular expression (ERE) with the memory property. Second, every closure operator in the ERE is replaced recursively with a certain integral value, according to the cyclomatic complexity of an ERE in the closure to generate a simplified ERE. Then, a test case is generated from the simplified ERE. Finally, the test cases are converted into python script, and a test platform is designed to send the python script to the Android smart TV automatically through its android debug bridge interface. The practical application shows that the test period is shortened, and comparing with the traditional manual test methods, more errors can be tested.
I. INTRODUCTION
With the rapid development of Internet of Things (IoT), Many researchers are concerned with the dependability [1] , wireless charging [2] - [6] , self-organization [7] - [9] , real time [10] and other aspects [11] , and this paper focuses on the safety and effectiveness of IoT. In the smart home, intelligent service terminals, servers (or a cloud platform), home sensing, and execution devices forming a multi-layer and multi-device network system are considered as a unit to provide production service for people [12] , [13] . The smart system in the IoT of a smart home such as a smart TV, one kind of the terminal equipment, has been confronted with many problems such as the complex structure and the numerous function states, which directly affect the results of intelligent system tests.
In addition to the properties of the traditional TV, the smart TV also includes many other functions such as playing audio and video, surfing the internet and downloading APPs. However, these functions can lead to extremely complex structures for the smart TV software and increased difficulty in testing the smart TV. Therefore, the smart TV often exhibits some problems such as crashing, restarting, audio without pictures, delay, blurred screen, black screen, exit of an exceptional application without tooltips, exit of an exceptional application with tooltips, no response for keys, false response for keys, or slow boot, which seriously affect the consumers impressions of the smart TV. Mainstream researchers in the future will find vulnerabilities in the smart TV, ensure the safety and reliability of software functions, improve the test efficiency of the smart TV, reduce the cost of testing, position the defects and errors and generate test cases and test software automatically.
At present, the existing test methods based on FSM suffer from the following drawbacks:
1. In the process of establishing the test model based on FSM, the model will become more and more complex with the increase in the number of states and triggering events. Thus, the reliability of the model cannot be guaranteed, and the test case design cannot cover all situations [14] - [16] .
2. Traditional methods for generating test cases based on the model can describe the operation of the software accurately but do not mention tests addressing the loop of the software operations, time trigger and probability trigger [17] , [18] .
3. The current test methods have not constructed test models for related systems, and the lack of specification of the choice of the key nodes makes the evaluation of the influence of key nodes on the test time difficult in terms of cost [19] - [21] .
The above problems come down to the restrictions of the complex system structure and the large scale of the system states with respect to the validity of testing, which is also the motivation of our software hierarchical testing method for the smart home and provides a valid testing basis for related problems in the future. In this paper, the operations on the smart TV are modeled by STM and then converted to an extended regular expression with memory properties. From the specifications of the system, the circulation factors, time triggering factors and the probability triggering factors in the extended regular expression are set. Then, test cases are generated and automatically converted to a python script, which is sent to the Android smart TV through the ADB interface provided by Android. Finally, a test platform for the smart TV is designed and implemented to apply this method to the test of the Android smart TV. The final test results can provide powerful support and solutions for the trustworthy verification of the software system.
To address the shortcomings of the previous test methods mentioned above, this paper proposes a new method and supplements those test methods. The specific contributions include the following aspects:
1. The extended regular expression with the memory property is proposed, and the circulation factors, the time factors and the probability factors are added to the test cases to make them closer to the habits of users and to make it easier to detect errors.
2. From the specifications of the system design, the hierarchical models based on STM are established to ensure the reliability of the system design and reduce the incompleteness of the requirements for the design of the system in the process of developing the system.
3. The complex network of TV state nodes is constructed based on the state model of televisions, which can be used to determine the node with the biggest state betweenness centrality. The determined node can then be used to generate corresponding test cases and lower the test time and cost.
The remaining sections are organized as follows. An overview of the method for generating test cases is introduced in Section 1. The test method based on the STM model for smart TV applications is presented in Section 2, which introduces the STM and establishes the hierarchical STM for the triggering event. In Section 3, the extended regular expression with memory property as well as the method of converting regular expression is depicted. The scale of the state model of the smart TV is lowered by setting the group state according to the choice of the key nodes based on the importance of nodes in the network. In Section 4, the test environment parameter is presented, and the test cases are generated in five scenarios for the smart TV. The experimental results are analyzed in Section 5. Section 6 conclusions and presents future research.
II. THE METHOD BASED ON STM
State Transition Matrix (STM) [22] is a table-based modeling tool for developing designs of software systems, as shown in Figure 1 . Definition 1: STM is represented by a triple (S, E, C). The column in the table of STM is regarded as the state s column (s column ∈ S, column ∈ {1, 2, 3, . . . , N }) of the system model, and the row in the table of STM is regarded as the event e row (e row ∈ E, row ∈ {1, 2, 3, . . . , N }) of the system model. The cell where the state s column intersects with the event e row is the action processing expression C(s i , e j , g(i, j), a(c)), i, j ∈ {1, 2, 3, . . . , N }) for the system, which is located in the state and triggered by the target event. g(i, j) is the cell decision condition (including the state constraint and logical condition). a(c) is the action to be carried out when the system is located in state s i ; event e j is triggered, and the decision condition g(i, j) is true. a(c) ∈ (C normal , C abnormal ). Among these, C normal represents the ordinary normal state, and C abnormal represents the abnormal state. C abnormal ∈ (C ignore , C error ). Among these, C ignore represents the ignored unit, and C error represents the unavailable unit.
The hierarchy modeling means: In the upper level, only the general method was depicted. In the lower level, the detailed method was depicted, as shown in Figure 2 . In this way, the complex and large STM was decomposed into many child STMs. Each child STM was depicted. The hierarchy model is divided into two classes, event hierarchy and state hierarchy. The test platform for the Android smart TV uses the ADB (Android Debug Bridge) tool and the MonkeyRunner ADB interface of the PC to input many test cases to the TV, to complete the test for the smart TV. MonkeyRunner is an open source cross-platform automation tool developed by Gorilla Logic and supports recording playback. MonkeyRunner receives Python scripts and transmits to the Android smart TV via the ADB interface. The overall structure of the system is shown in Figure 3 .
III. DEFINITION AND GENERATION OF REGULAR EXPRESSION A. DEFINITION OF EXTENDED REGULAR EXPRESSION
Three basic operators, AND, OR and KLEENE CLOSURE are used in regular expressions. When using a regular expression to generate an executable path, the regular expression needs to be processed recursively from the outer to the inner closure according to the structure of the regular expression. The structure of each layer is one of the AND structure, OR structure, or CLOSURE structure.
Definition 4: Assume that the regular expression r is the generative language R. The regular expression s can generate language S, and the expression ''r + s'' is the regular expression OR.
Definition 5: Assume the regular expression r can generate language R, the regular expression s can generate language S, and the expression ''rs'' is the regular expression AND. From the above operating principle of regular expression, the regular expression needs to be extended when generating test cases.
For example, the extended regular expression parameter includes the following: {P=q} probability parameter, {T=t} time parameter and {N=n} cycle parameter.
Definition 6: Probability parameters {P=q}: The probability of a particular operation occurrence in the regular expression is q, P ⊆ [0, 1]. Without indicating the probability distribution, each atom expression in the regular expression of the probability parameter is equal. The probability q is the extended regular formula of the probability factor.
Definition 7: Time parameters {T=t}: where t is a specific trigger waiting time, and t is an integer greater than 1. The value of t is determined from the experienced statistics trigger waiting time. The time parameter t is the extended regular formula of time factor.
Definition 8: Cycle parameter {N=n}: Regular expression r * means a closure, including different event triggers. When n is the cycle times of an event in closure, n are a positive integer greater than 1, and n is the extended regular formula of the cycle factor.
The symbol '' * '' means closure, and each closure is set at least once for looping execution. Redundant execution closures will be choired randomly by probability conditions in probability. For example, the (MN {P = 0.45}|JH {P = 0.55}) * (N = 3) closure loop should be executed three times. Because of MN, JH executed at least once, the third time only to specify the probability of the random choice of MN or JH.
The cyclomatic complexity V (G), a kind of software metric, is applied mainly to measure the complexity of the program. The program directly includes the number of linearly independent paths from the program source code. Due to the similarity of the system behavior control flow graph and the FSM, the concept of cyclomatic complexity is extended to measure the complexity of FSM.
The closure structure corresponds to the finite state automaton with the initial state as the final state, so it constitutes a strongly connected graph. From the following, formula (1) can be used to calculate the cyclomatic complexity: As demonstrated in this document, the numbering of sections is upper case Arabic numerals, then upper case Arabic numerals, separated by periods. Initial paragraphs after the section title are not indented. Only the initial, introductory paragraph has a drop cap.
When the V (G) is cyclomatic complexity, E is the migration number of the finite state automaton, and N is the state number of the finite state automaton. Closure structure form (r) * can be recursion processed r directly, and it can get the cyclomatic complexity of r to determine the closure loop n. Finally, every r was pieced together in sequence, and the whole execution path was obtained, as shown in Figure 4 .
From the above-defined processing rules, the closure can be processed continually with the AND operation. In the process of test case generation, regular expression collections r i , r j , r k are in different trigger conditions, under the conditions of the AND operation, so that test cases will have different condition features and ensure time trigger characteristics, loop scheduling features, and trigger probability rules in test cases.
B. TEST CASE GENERATION METHOD BASED ON KEY STATE NODES OF COMPLEX NETWORK MODEL
The importance measurement methods for complex network nodes vary greatly. [23] includes the advances in sorting the importance of the network nodes, namely, the various indices used in sorting, in terms of the local attributes, global attributes, the network location and random migration. In this context, the number of TV state nodes and state betweenness are to be considered. Figure 5 describes the network structure of the state model of the smart TV.
Definition 9: The finite state diagram (or network) consists of several state nodes and the triggering events that connect the nodes. The number of the connected triggering events is the degree of the node, denoted by deg(v), v ∈ V (G).
As shown in Figure 5 , some nodes have large degrees. However, it is unilateral to analyze the influence key nodes have on test cases from only the aspect of in-degree and outdegree. Thus, state betweenness is also an essential part of model analysis.
Definition 10: The definition of betweenness is consistent in a directed complex network and an undirected complex network. In the directed complex network, node betweenness is divided into edge betweenness and node betweenness. The node betweenness is the ratio of the number of the shortest directed path passing the node and the total number of the shortest directed paths. Edge betweenness is defined as the ratio of the number of the shortest directed path passing the edge and the total number of the shorted directed paths. In the directed complex network, betweenness reflects the influence of the corresponding node and the directed edge in the whole network, which is a meaningful global geometric value.
The V is the set of nodes. σ st represents the number of the shortest paths from node s to node t, and σ st (v) represents the number of the shortest paths from node s to node t which contains the node v. Figure 6 depicts the close relationship between the degree and the importance of the node as well as the degree of the neighbor node and the betweenness of the node. Although the degree of node i and node j are equal, the importance of node i is obviously greater than the importance of node j because of the degree of the neighbor node. As shown in the comparison of node i and node k, the betweenness of node i is higher than the betweenness of node k because every district connected with node i is connected through node i, while only those nodes in the left solid cycle correspond with those in the right solid cycle through node k. Thus, although node i and node k share the same degree and neighbor node degree, the importance of node i is greater than the importance of node k.
The evaluation model can precisely describe the tiny differences between the importance of different nodes. When considering the premise of realizing a complete test case covering a minimum number of test cases, the influence of time complexity on test case generation can be omitted. Thus, the node betweenness, as a global attribute, meets the requirements of the method.
Because of the positive relation [24] between the node betweenness and the node degree, the degree can be omitted under the condition of large network scale, and the corresponding description through local attribute betweenness is easily computed with acceptable errors. Thus, the evaluation model can effectively evaluate the importance of the nodes by adjusting the ratio of the variable according to the size of the actual TV state machine network.
The nodes with the largest number of nodes in the network model of the TV set are regarded as the group state. The TV model was classified by the maximum processing threshold of the system, and the subgraphs were divided by algorithm 1 and algorithm 2. Then, the hierarchical test model was built.
C. CONVERTING THE REGULAR EXPRESSION WITH STATE
Regular expression is a kind of formal expression, which is equal to the finite automaton. Regular expression, compared with FA, is easier for users to understand and use and is more convenient for the computer to calculate. As an extended finite automaton model, an STM can convert to an expression model equivalent to formal expression. Considering the memory property of STM, some extensions and improvements were adopted. The state symbol was added before and after those states of state transfer in regular expression.
As shown in Figure 7 , by the process of model generation, system model reduction and regular expression generation, an STM can convert to an equivalent regular expression. In the sub-figure, regular expressions are listed. In the regular expression of memory, the input state and the output state are marked for each transfer, like the form ''< inputstate > transfernumber < outputstate >''. When the state symbols are used, it can be judged whether a transfer will enter into group states in the process of regular expression reduction. Then, the entrance of the sub-FSM can be determined from the memory information of group states.
Next, the regular expression, which is equivalent to the sub-FSM, will be generated. The reduction process will keep executing until all the group states are processed. Finally, an execution path is obtained. The final simplified path, which is a regular expression, has a big closure at the outermost layer of the expression. The outermost closure ensures that when the automaton has an input in a specific state, it will Algorithm 1 Classifcation Input: adjacency matrix M , threshold γ Output: set C of classes whose number of states is not greater than γ 1: procedure Classify(M , γ ) 2: Initialize the final classification set C := ∅; 3: all betweenness are calculated and copied into the array betw by the matrix M and formula (2); 4: the max index should be found in the array betw; 5: the maxth rows or the maxth columns of the matrix M should be initialized by zero; 6: calling the ConnClassify(M ), obtain all the state set of the A set; 7: for each set of the state B in A do 8: if |B| > γ then 9: copy the value of matrix M into MCopy; 10: for each state NO s in b do 11: the s th rows or the s th columns of the matrix will be initialized in MCopy; 12: call function Classify(MCopy, γ ), and get the set of R; 13: C := C ∪ R; 14: end for 15: else 16: C := C ∪ B; 17: return C; 18: end if 19: end for 20 : end procedure have an output in the same state. State coverage here is processed based on regular expression. Each character stands for a transfer in the automaton. Our method ensures that every character in the regular expression will be covered at least once, so that an and or expression without any closures will be generated. In the premise of closure, the input and output of the automaton will be simplified to the input and output of 
A[i] := A[i] ∪ j;
18:
A[j] := A[i];
19:
A[i] := A[i] ∪ A[j];
21: return C; 29: end procedure a same state. Each state in regular expressions corresponding to FSM will be covered by using the following methods in algorithm 3.
The specific parsing rules of regular expression are as follows.
1) A combination of two characters (letter or number) can be represented as a state transfer condition or a sub-regular expression.
indicates the connection in order (if a connection appears between two state transfer conditions or a transfer condition and a separator, connector ''&'' will be used).
3) ''()'' indicates the separator. In the parentheses can be nested parentheses or closures. 4) ''|'' indicates or, the transfer conditions divided by ''|'' in the separator or the closure should be executed at least once.
IV. INSTANCE ANALYSIS
The generating test cases applied in this experiment target the present remote control that is based on the smart TV running on the Android system. It is tested by switching different the outer most closure is removed 5: return (the expand(RE) multiplied by itself for the polynomial multiplication of the (N − 1) time) 6: end if 7: if exits ''A+B'' in RE then the brackets of A and B appear in pairs 8: return expand(A) + '+' +expand(B); 9: end if 10: if exits ''A*B'' in RE then the brackets of A and B appear in pairs 11: return the expand(A) multiply by the expand(B) for the polynomial multiplication; 12: end if 13: if exists the outermost layer brackets in RE then the RE of the outermost bracket is removed 14: RE = cancelparenttheses(RE); 15: RE = expand(RE); 16: end if 17: end procedure application scenarios with a remote control. Designing to trigger different application events depends on the difference in the function keys in remote control. The parameter list of the testing environment for the smart TV is shown in Table 1 . The menu button is utilized to display the menu list that consists of television, photo, music, movie, settings, etc. The direction key and the enter key are applied to choose and enter the selected menu. The part list of functions and trigger conditions for the remote control are shown in Table 2 . For the television network model, the in-degree distribution of the test results is selected to demonstrate the degree distribution feature of the television state execution path. Figure 8 and Figure 9 display the degree distribution feature of 100 states and 200 states, respectively. The degree distribution feature of the weight-free network state execution path has an obvious scale-free property. After the feature extraction in section 3.2, five testing cases were chosen as follows, with specific functions, to verify.
Regular expression of the TV application: N 2&N 3&N 4&N 5&N 6&N 7&N 8&N 9&SR. 
V. EXPERIMENTAL ANALYSIS
The testing was executed like the above-mentioned testing cases. The remote-control keys can be classified into global operation and local operations. In the process of global operation, the problems of system halting, delaying, no response and program exception appeared. The specific problems are shown in Table 3 . After the experiment and C# simulation analysis, we discovered that space explosion will occur due to the large demand for memory capacity when executing the state reduction algorithm in the large-scale state machine. Thus, it is necessary to set appropriate thresholds γ . After some actual tests on the experimental platform, we found that the system can process 35 states at most. The configuration of the computers in the experiment is shown as follows in Table 4 and Figure 11 . To pick up the appropriate state number threshold, the experiment compares the results with γ as 25 and 35, which is shown in Figure 12 . Through the experimental results, we concluded that the value of γ is restricted to the algorithm and the processing ability of the objects in the platform. Thus, in this experiment, we assign γ to be 35 and use 20 for comparison in Figure 12 . When γ = 20, which is shown in Figure 10 , the state division performs worse than when γ = 35 with relatively smaller scale after division.
It is inferred in the experiment results that the value will affect the reduction scale. Larger, which means more states to be processed, will lead to a smaller state scale after division. However, due to the restriction of the algorithm and the processing ability of the objects in the experiment, the more states the system processes will cause the stricter state division, which will reduce the number of states to be processed.
Noticeably, the reduction of the state scale does not mean a loss of the ability to check mistakes. In the system test, the relevant test problems can still be detected. Table 4 shows the criterion of test and the testing results by the method in section 4. The five testing cases are different for each application. Some problems of the smart TV such as halt, no response for keys, blurred screen and black screen, which seriously affect the consumers impression of smart TVs, are tested by the five cases. The test of time is closely related to the length of the test cases. The process of testing is executed at an event per second.
VI. CONCLUSION
A black testing approach of generating test cases with embedded software based on the state transition matrix (STM) was proposed. By proposing an extended RE concept with the memory property and adding cycle parameters, time parameters and probability parameters were used to generate testing cases. Then, the testing cases were converted into python script and sent to the Android smart TV by the ADB. Finally, the testing platform was implemented to test the smart TV automatically. The experimental results showed that this method not only can cover all of the designing of system functions but also can improve the testing efficiency by the automatic testing platform and reduce the cost.
Future research will focus on two aspects. First, the future research will continue to improve the extended regular expression to make the time parameter, probability parameter and cycle parameter more reasonable. Second, the future research will find a new method to test the smart TV in agreement with the complex structure of the smart TV. 
